GCC6000 Series IPPBX High Availability — User Guide

HA INTRODUCTION

The High Availability feature on the Grandstream GCC series provides enterprises with a reliable solution for PBX redundancy and failover support. In the
HA setup, there are two GCC PBXs with one PBX in the “active” role and the other in the “standby” role. The two GCCs must have the same model and the
same firmware version. The data on the active GCC PBX will be synchronized to the standby GCC PBX in a real-time manner and the standby GCC PBX
monitors the active GCC PBX’s running status regularly. When the active GCC PBX runs into hardware or critical software issues, the standby GCC PBX will
take over immediately and become the active server. HA feature supports automatic call recovery for UDP point-to-point calls and conference calls, allowing

enterprises to communicate and collaborate without the hassle of service interruption.

TOPOLOGY

Take the following topology as an example (for more scenarios and configurations, please refer to the GCC6000 Series VRRP User Guide):
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Note

Before performing the following configuration, please refer to the topology diagram to connect to the network.

Configuration instructions:

o |If two new GCCs form HA, users can select any one device as GCC1 in the example of this configuration manual.

o If oneis an old GCC and the other is a new GCC to form HA, and the existing user data needs to be retained, the old GCC needs to be selected as GCC1.

It is also recommended to back up the old GCC data before setting up HA.
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HOT STANDBY CONFIGURATION PROCESS

Configuring VRRP

PBX HA follows the VRRP role, and the IP of PBX is in the same network segment as the default VLAN, so the VRRP of the default VLAN interface must be

configured.

GCC1 VRRP environment configuration

Configure the default VLAN interface

Enter the Networking module — Network Settings — LAN, and configure the Default VLAN.

g . 0 “ nk:l !ll Q admin v

LAN > Edit VLAN

*VLAN ID 1
Name Default
Destination® All >

VLAN Port IPv4 Address

*|Pv4 Address @ 192.168.80.2
*Subnet Mask 255.255.255.0
DHCP Service @)
" Gateway Address 192.168.80.254 ow same as IPv4 address
*|Pv4 Address Allocation Range 192.168.80.2 - 192.168.80.254

GCC Networking LAN Settings

Configure VRRP for the default VLAN interface

Enter the Networking module — VRRP page and add a VRRP group.

© Networking R S Q | admin v

@ Overview VRRP > Add VRRP Group

*VRID 10
Enable (:)
VRRP Name VLAN-VRID10
*Priority @ 250 ange 1~254
*Interface® Default (VLAN)
*Virtual IPQ@ 192.168.80.254

Track Interface ®

Advanced Settings

o)
2
m




GCC Networking VRRP Settings

Note

Because network fluctuations may cause changes in VRRP roles or working status, affecting the establishment of HA, it is not recommended to configure Track

Interface before forming HA dual machines.

After configuration, check the VRRP group role/status and wait for it to become Primary/Working:

VRRP

T
O

Sync Group Log
‘ 3

(D VRRP is suitable for scenarios where routing egress redundancy is required, minimizing network interruptions from link failures, please use policy-based routing to control VRRP traffic forwarding.

‘ Add ‘ Refresh ‘

VRID Enable Name Priority Role / Status Deployment Interface / IP
1 [ @) VRRP 1 123 [ Primary / Working] WAN1 (WAN) / 172.16.142.102
80 [ @ VLANSO0 100 -/ Abnormal Default (VLAN) / 192.168.80.1

GCC VRRP Group

GCC2 VRRP environment configuration

Configure the default VLAN interface

Enter the Networking module — Network Settings — LAN, and configure the Default VLAN:

& Networking S 0 O = >

LAN > Edit VLAN
@ Network Settings
“VLAN ID 1
Name Default
Destination A

VLAN Port IPv4 Address

Virtual IP Virtual | Operations
172.16.142.3 00:00:5¢ [4

192.168.80.254 00:00:58 [4

Total: 2 i

GCC Networking LAN Settings

Configure VRRP for the default VLAN interface

* IPv4 Address © 192.168.80.3
*Subnet Mask 255.255.255.0
DHCP Service [ @)
* Gateway Address ‘ 192.168.80.254
“|Pv4 Address Allocation Range 192.168.80.2 - 192.168.80.254
* Release Time(m) 120
DHCP Option Option © Type Service @
66 ASClI
141 ASClI

Content @

D]

[

Q

https://192.168.80.55:8089. @

192.168.80.55:6060

Add @

PBX HA

10/ page

admin v



Enter the Networking module — VRRP page, add a VRRP group, and note that the configuration priority should be lower than GCC1.:

© Networking S ® 9o = L IB Q | admin v

VRRP > Edit VRRP Group

*VRID 80

Enable c

VRRP Name VLANEO
*Priority @ 100
*Interface® Default (VLAN)
*Virtual IP@® 192.168.80.254

Track Interface @ WAN1T (WAN) X

Maintenance

System Settings

Advanced Settings

;:I}”ﬁl:% E

GCC Networking VRRP Group Settings

After configuration, check the VRRP group role/status and wait for it to become standby/working:

‘ Add ‘ ‘ :‘e‘re:«\'j

VRID Enable Name Priority Role / Status Deployment Interface / IP Virtual IP Virtual MAC Operations

10 [ @) VLAN-VRID10-5ec 100 Secondary / Working ~ Default (VLAN) / 192.168.80.1 192.168.80.254 00:00:5E:00:01:0A @ W

GCC Networking VRRP

Enable HA

Before Enabling HA, you need to ensure that:

1. The PBX version of GCC1 and GCC2 is the same. Users can check the version information on the Home Component Overview page.
2. The PBX License specifications of GCC1 and GCC2 are the same. On the Upgrades page, check the number of extensions and concurrent users.
3. If you need to connect and use external storage devices, you need to ensure that the storage devices are consistent before setting up HA (including

device type, device storage size, and quantity).

To view the PBX version information, go to the Home component and click the Overview page:



Overview

n ? L) &
. My 4
GCC6011 Networking Firewall Network Nodes PBX UC Endpoints
Basic Information System Performance
GCCB011
vize
1.0.5.2
192.168.80.2 .
45.78.56.22
39.66% (790 MB/1.95 GB)
192.168.60.18 -—

96400143128-000
10.98% (2.96 GB/26.97 GB)

34402G9F33
1.0.06

0.01% (256 MB/1.79 TB)
2d 46m

2024-11-27 16:23:52
5.40% (1.56 GB/28.81 GB)

PBX License specifications, enter the Home component, System Settings — PBX Upgrades page to view:

PBX Upgrades
Co System Settings PBX Upgrades license_EC74D723C5BA.dat
Status ® Activat
Validity Period Permanent
Authorization Item Extensions 100

Online Concurrency 24

Note:

If you upload a license, you need to activate it before configuring HA. If it is not activated, even if the number of extensions and the number of online

concurrent connections on both devices are the same, HA dual machines cannot be formed

o First, configure GCC1, turn on PBX on GCC1, and configure the PBX IP address:

Enter Home and enable the PBX component:

Confirm to enable PBX?

* |Pv4 Address

192.168.80.5

Enable PBX

o After the PBX is started successfully, enable HA.
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Go to Networking — VRRP, confirm that the VRRP role is active/working; then go to the PBX component, System Settings — HA page, and enable HA:

HA Settings HA Log

When setting up an HA dual-system, please ensure that the the firmware versions of the two devices used for HA are the same. (
When connecting external USB devices, it is recommended to use USB3.0 for both machines. Please ensure that the specificatior

PEX HA depends on VRRP function, please go to [Networking > VRRP] to set it up.

High Available Enable

Force Switch

* Hot Standby Station Type Primary

* Hot Standby Cluster IP 192.168.80.7

* Hot Standby Peer IP 192.168.80.6

* Hot Standby Peer MAC Address EC:74:D7:17:FF:6E

Scan External Storage Files

Learn more about HA Settings with the GCCE01X-PEX HA Manual

GCC PBX HA Settings

After enabling and restarting successfully, enter the PBX component and check the HA status on the System Settings — HA — HA Status page:

HA Settings HA Status HA Log

HA Mode Local Hot Standby

Hot Standby Status Standalone J

Reason For Standalone Secondary PBX is offline.
Hot Standby Full Backup Status No backup

MAC Address of Current PBX EC:74:D7:23:C5:BA

Role of Current PBX Active

GCC PBX HA Status

Ensure that the HA status is currently displayed as Single-node Active.

If it is displayed as a single-machine Standby, you need to confirm the VRRP role. If the VRRP role is active, disable and then enable the PBX component and

recheck the HA status. If the VRRP role is on standby, you need to switch VRRP to active, and then disable and enable the PBX component.

o Then configure GCC2, GCC2 starts PBX and configures the PBX IP address:

Enter Home and enable the PBX component:



Confirm to enable PBX?

* |Pv4 Address

vd format, network segment range 192.168.80.0 ~ 192.168.80.255

|D.

192.168.80.6 ]

Enable GCC PBX

o After the PBX is started successfully, enable the HA.

After entering the Networking module and confirming that VRRP is in the backup role, enter the PBX component, System Settings — HA page, and enable

HA:
HA Settings HA Log

When setting up an HA dual-system, please ensure that the the firmware versions of the two devices used for HA are the sal
When connecting external USB devices, it is recommended to use USB3.0 for both machines. Please ensure that the specific

PBX HA depends on VRRP function, please goto [MNetworking>VRRP] to setitup.

High Available Enable

Force Switch

* Hot Standby Station Type Secondary

* Hot Standby Cluster IP 192.168.80.7

* Hot Standby Peer IP 192.168.80.5

* Hot Standby Peer MAC Address EC.74:D7:23:C5:BA

Scan External Storage Files

Learn more about HA Settings with the GCCE01X-PEX HA Manual

Cancel Save

GCC PBX HA Settings

o After enabling and restarting successfully, verify the dual-machine status.

Enter the PBX component, System Settings — HA — HA Status page to check the HA status:

GCC1 is the active node of the dual-machine system:



HA Settings  HA Status HA Log

HA Mode Local Hot Standby
[Hot Standby Status Dual J
[ Hot Standby Full Backup Status Idle J
MAC Address of Current PBX EC:74:D7:23:C5:BA
’ Role of Current PBX Active J

HA Status — Active PBX

GCC2 is a dual-machine standby:

HA Settings HA Status HA Log

HA Mode Local Hot Standby
" Hot Standby Status Dual J
’;Hat Standby Full Backup Status Idle J
MAC Address of Current PBX EC:74:D7:17:FF:6E
| Role of Current PBX Standby 1

HA Status — On-standby PBX

HA configuration parameter description:

UCMRC PACKAGE RELATED CONFIGURATION

For two new GCC601X devices A and B, if the devices require UCMRC, in addition to completing the basic configuration process, the following package-

related configuration is required:

1. If Cloud IM service is needed, please enable Cloud IM on device A (if it is enabled before HA is established, make sure Cloud IM is disabled on device

B). When using the Cloud IM server issued by GDMS, make sure that both devices use the UCMRC package with Cloud IM permission.

2. Purchase the same UCMRC package with HA permissions for both devices. The order does not matter. (If A has already used the UCMRC package, you

only need to purchase the package for B)

3. Configure a custom server address or domain name for device A with a primary site type and use it. For specific operations, refer to the following custom

server address/domain name configuration. (If device A has already been configured with a custom server address or domain name, this step can be

omitted)
UCMRC Permission Package

If you want to ensure the normal use of the UCMRC package in the HA situation, you need to purchase two UCMRC packages of the same specifications with
HA service rights for the GCC device through GDMS and issue them to ensure the normal operation of the HA device on GDMS. If you only purchase a

single package, GDMS operation may fail due to HA backup. If you only purchase a single UCMRC package with HA service rights, HA-related functions

will not work properly.



Specific steps: After logging in to the GDMS WEB page, in the GDMS Unified Communications - UCMRC — PBX Device List interface, click “Add

Device” and enter the device information.

[EMEA... Device Model: GCC6010

Plan: Plus (Active)
Local Storage: 2.26GB/26.97GB

Cloud Storage: 16.96MB/1.00GB

Resource Usage: CPU 6% Memory 32%

Custom Server/Domain Name Configuration

Site Name: EMEA-GCC ® [oniine|

Firmware Version: 1.0.27.10

Wave Server: https://gccpbxa.a.gdms.cloud @
. y - Remote: 0
SIP Server: gcepbxa.a.gdms.cloud:5061(TLS) ]
Conference: 0 co @ % @
Public IP:
Trunk: 0

Private IP: 192.168.80.200

For two GCC devices that have purchased the UCMRC package with HA service, you need to configure a custom server address or domain name for the A

device of the Primary site type.

The custom server address or domain name needs to be set through GDMS, which can be configured through UCMRC — On-Premise PBX, then click on

).

[EMEA... Device Model: GCCe010

Plan: Plus (Active)
Local Storage: 2.26GB/26.97GB
Cloud Storage: 16.96MB/1.00GB

Resource Usage: CPU 6% Memory 32%

Click on “Edit Device”

Rem
[4 Edit Device
Conf
- UCMRC Diagnostics
2= UCMRC Settings
_Moroc

Firmware Version: 1.0.27.10

Site Name: EMEA-GCC ® [oniine]

Wave Server: https://gccpbxa.a.gdms.cloud @
- . — Remote: 0
SIP Server: gcepbxa.a.gdms.cloud:5061(TLS) o
Conference: 0 Lo @ Q%
Public IP:
Trunk: 0

Private IP: 192.168.80.200

[9 Onlme|

[F]l Back up PBX Data
Remc E; Clear Cloud Storage Space
Conft  ©) Authorization Management
Trunk ,

[ Operation Logs

[ Task History

1. (® Upgrade Firmware
(') Reboot Device

& Purchase Plan

T Delete Device




Edit Device X

MAC Address

Device Name

EMEA-GCC

* Site
EMEA-GCC s

Remarks &

e
L

Access server (D (:)

Zone

Los Angeles

Default Server Address
a.gdms.cloud

* Custom Server Address

gcepbxa .a v .gdms.cloud@

Users can configure the server address on this page. After saving, the custom domain name will be used.

After modifying the custom server address or domain name, please inform the user PBX of the new public network address.

For detailed configuration methods and questions about the custom server address or domain name, please refer to the GDMS UC User Guide.

Note

If you need to purchase a UCMRC package with HA service rights, users can contact the corresponding equipment agent for package details.

REGISTRATION / CALL RELATED CONFIGURATION

Terminals in LAN Registration via HA Cluster IP

1. Taking the GXV3370 phone as an example, the phone registration configuration is:


https://documentation.grandstream.com/knowledge-base/gdms-user-guide/

General Settings SIP Settings Codec Settings Call Settings Advanced Settings Special Features

| Account Registration

Account Active (@
Account Name (@ £cc-2002
SIP Server (2 192.168.80.7 J
SIP User ID ® 2002 @
SIP Authentication ID @ 2002 [ e
SIP Authentication Password (2 000000000 et

Display Name (@
Tel URI @ Disabled v

Voicemail Access Number (@ *g7

192.168.80.7 is the cluster IP of the HA dual-machine in our example.

2. Wave login:
Intranet PCs can log in to Wave via https://cluster IP/gswave/#/.

For example, https://192.168.80.7:8089/gswave/#/ (where 192.168.80.7 is the cluster IP of the HA dual-machine).

Terminal Registration Through the GDMS Domain Name

After obtaining the UCMRC package, both WAN-side devices and LAN-side devices can be registered directly through the GDMS domain name.

Regardless of how the roles are switched, the domain name is based on the one issued by GDMS, and GDMS issues it based on the device initially set as

Primary.

The GDMS domain name can be checked in the PBX component, System Settings — HTTP Server page:

HTTP Server

Wave Settings

Cross-origin Address Allowlist https://wave.gdms.cloud

External Host J
* Port 2090

Cancel Save


https://documentation.grandstream.com/wp-content/uploads/2024/12/HTTP-Server.webp

HTTP Server

Or it can be checked on the RemoteConnect page:

RemoteConnect

Plan Integrated Customer Service Enterprise Ul Customization Statistics

Service Description My Plan Plan Settings

Plan Name Enterprise with Add-on(Active) C

Extra 50GB Cloud Storage

Plan Expiration Date 2025/9/19

Max Remote Concurrent Sessions 64

Max Remote Registrations 400

Max Remote Call Time

<

Per Call Unlimited
Per Day Unlimited
Per Month Unlimited

GDMS Cloud Storage 60 GB

STUN Address 161.189.44.114

Wave RemoteConnect Address 5]

IP Endpoint/Trunk RemoteConnect

Address

Wave 3rd Party Add-ins Supported

RemoteConnect Plan

After obtaining the domain name, users can:

1. Directly access it through the browser (using Wave Web) to log in and register:

GDMS Cloud Storage Space


https://documentation.grandstream.com/wp-content/uploads/2024/12/RemoteConnect-My-Plan-VRRP-HA.webp
https://documentation.grandstream.com/wp-content/uploads/2024/12/RemoteConnect-My-Plan-VRRP-HA.webp

Welcome to Wave

Instant Message

Communicate and collaborate with your team in rea
time. Learn More

Wave Client

Use the desktop app for the optimal experience

Download

2024 Grandstream Networks, Inc

Wave Web

The same goes for Wave Desktop and Wave Mobile APP. Users can directly use the domain name to log in and register.

2. Register the phone through the domain name:

Take GXV3370 as an example. Log in to the phone web, go to Phone Settings — General Settings — Basic Settings page, and configure the STUN server

(the address can be obtained on the RemoteConnect page):

General Settings

Basic Settings Guest Features

Local RTP Port (3 50040

Use Random Port (?)

Hide User Info for Video Call @

Enable In-call DTMF Display
Enable LDAP Timeout Auto Search (2
Keep-Alive Interval (s) & 20
STUN Server ® 161.189.44.114

Use NAT IP (@

Save

GXV3370 — General Settings — Basic Settings

Enter the phone account page, configure the registration information, and use TLS to register. The configuration is as follows:


https://documentation.grandstream.com/wp-content/uploads/2024/12/IP-Phone-STUN-Settings.webp

General Settings SIP Setfings Codec Settings Call Settings Advanced Settings Special Features

Account Active (3
Account Name (@ gCc-2002
SIP Server (@
SIP User ID (@ 2002 (Y
SIP Authentication ID @ 2002 o
SIP Authentication Password (2 000000000 et
Display Name (@
Tel URI & Disabled v
Voicemail Access Number (@) *g7
| Network Settings
Outbound Proxy @)
Secondary Outbound Proxy @
L DNS Mode @ A Record ] w
NAT Traversal (@ Keep-Alive v

- - . —

GXV3370 — Account Page — General Settings

@ Account 1 (P Account2 ® Account 3 (® Account4 (@ Account5 (D Account b

General Settings SIP Settings Codec Settings Call Settings Advanced Settings Dial Plan Hidden Number Pl
Use P-Emergency-Info Header (3
Use P-Asserted-ldentity Header (%)

Use P-Early-Media Header (2

Use Zoom E911 X-switch-info SIP Header (3

Use MAC Header (%) No
Add MAC in User-Agent (3 No
SIP Transport 3 TLS/TCP
Enable TCP Keep-alive (3
SIP Listening Mode (2 Transport Only
Local SIP Port (3 5060
SIP URI Scheme When Using TLS () sips

Use Actual Ephemeral Port in Contact with TCP/TLS (3

Support SIP Instance ID &)
SIP T1 Timeout (3 0.5 sec
SIP T2 Timeout (2 4 5ec

Save and Apply Reset



https://documentation.grandstream.com/wp-content/uploads/2024/12/Account-SIP-Configuration.webp
https://documentation.grandstream.com/wp-content/uploads/2024/12/General-Settings-Phone-Configuration.webp

GXV3370 — Account Page — SIP Settings

WAN Side Terminal Registration via WAN IP

1. First, configure WAN VRRP and add the WAN VRRP group to GCC1:

VRRP > Add VRRP Group

*VRID

Enable

VRRP Name

*Priority®

* Interface ®

*Virtual IP®

Track Interface ®

GCC2 adds WAN VRRP group:

«©

WAN-VRID5-Pri
250

WAN2Z (WAN)

45.78.56.4

GCC 1 - Add VRRP Group

After WAN VRRP becomes the master, add WAN VRRP and LAN VRRP to the same synchronization group:

Add

+ Name
1~64 characters

1

Enable

VRID®

5 (WAN-VRID5-Pri}

10 (VLAN-VRID10-Pri)

Cancel Save

GCC 1 - VRRP — Add Synchronization Group

w
un

Range 1~-255

0~64 characters

Range 1~254


https://documentation.grandstream.com/wp-content/uploads/2024/12/word-image-101297-27.png
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VRRP > Add VRRP Group

*VRID 5 Range 1~255

Enable ()

VRRP Name WAN-VRID5-Pri 0~64 characters
* Priority© ‘ 100| ® ||Range1~254
*Interface ® WAN2 (WAN) v
*Virtual IP@® 45.78.56.4

Track Interface © v

GCC 2 — Add VRRP Group

After WAN VRRP becomes the standby role, add WAN VRRP and LAN VRRP to the same synchronization group:

Add X

* Name
|~64 characters

1

Enable ()

VRID® Add

5 (WAN-VRID5-Sec)

10 (VLAN-VRID10-5ec)

Cancel Save

GCC 1 — VRRP — Add Synchronization Group

Reference:

For more details, refer to [Configuring VRRP] section.

2. Then configure the port forwarding rules:

1. GCC1 configures port forwarding rules:

Go to the Networking module — External Access — Port Forwarding page, and add a forwarding rule from the WAN VRRP interface source port 5060 to

the PBX cluster IP address destination port 5060:


https://documentation.grandstream.com/wp-content/uploads/2024/12/word-image-101297-30.png
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*Name pbx-sip-5060 1~64 charac

Enable (:)

Protocol Type (®) TCP/UDP TCP UDP

Interface WAN-VRID5-Pri (WAN VRRP) J v

Source IP Address®

* Source Port® 5060 Theamint cax
single port o
Destination Group Default w
* Destination IP Address [ 192.168.80.7 ]
* Destination Port® [ 5060 J RRemimtrey
single port o
2. Add port forwarding rules for RTP:
*Name pbx-rtp 1~64 ¢
Enable ‘)
Protocol Type (®) TCP/UDP TCP UDP
Interface WAN-VRID5-Pri (WAN VRRP) v
Source IP Address®
- The ve
Source Port(® 10000-20000
single
Destination Group Default v
* Destination IP Address 192.168.80.7
* Destination Port® 10000-20000 e -
single

3. GCC2 configures port forwarding rules, similar to GCC1 configuration:



*Name pbx-sip-5060 1~64 cha

Enable (:)

Protocol Type (® TCP/UDP TCP UDP
Interface [WAN-VRIDS-Sec (WAN VRRP) J v
Source IP Address ©®
% The valid
Source Port@® 5060
single po
Destination Group Default
* Destination IP Address ’ 192.168.80.7 J
& s & The valid
Destination Port® { 5060 J -
single po

Enter the GCC1 (VRRP master, HA role Active) PBX component, PBX Settings — SIP Settings — NAT page, and configure the external address and local

network address:

General Session Timer TCP/TLS NAT Tos STIR/SHAKEN Misc

it is recommended to modify SIP settings during nan-working hours as it may be necessary to reboot the calling module or reboot PBX module for changes to take effect.

if Local Network Address is not configured, External Host will not take effect.

External Host 45.78.56.4 J

Use IP address in SDP

Get External IP via STUN

* External UDP Port 5060

: * External TCP Port 5060

* External TLS Port 5061
Local Network Address / 24

Learn more about NAT Settings with the Remote Work Environment = Setup Guide

Local Network Address £ Subnet Mask 2 Option:

192.168.30.0 24 w Eo

The phones on the same network segment as the WAN port can register and call through the GCC WAN VRRP virtual IP address. The following is the

configuration of registration information using the GXV3370 phone as an example:


https://documentation.grandstream.com/wp-content/uploads/2024/12/word-image-101297-34.png

General Settings SIP Settings Codec Settings Call Settings Advanced Settings Special Features

| Account Registration

Account Active (@
Account Name (@ gcc-2008
SIP Server (@) 45.78.56.4:5060 J
SIP User ID @ 2008 (Y
SIP Authentication ID @) 2008 =
SIP Authentication Password @ LR 21 10 1 1) et

Display Name (@ ‘
Tel URI @ Disabled v

Voicemail Access Number ®

WAN Side Terminal Registration (GXV3370 as an example)

After registration is complete, users can make calls.
If the cross-segment terminal registers/calls through the WAN VRRP virtual IP address, policy routing configuration is also required.

GCC1 configures policy routing, and all packets sent by PBX go out from WAN VRRP:

*Name LBrule-VRRP 1~64 character
Mode (® Load Balance Backup
Balancing Strategy @ Based on Connections g
*Interface Interface Weight @
WAN-VRID5-Pri (WAN VR... ~ 1 e
Add @

GCC - Policy Routing — Load Balance Rule


https://documentation.grandstream.com/wp-content/uploads/2024/12/wps1.png

*Name PR-VRRP 1-64 ck

Enable D

IP Family ® Any IPv4
Protocol Type All ¥
Source Group® All v
Enter tk
Source IP Address
"192.16
Destination IP Address Enter tk
"1092.16

* Load Balance LBrule-WVRRP w

Schedule None v

GCC - Policy Routing — Add Policy Route

GCC2 configuration is similar.

For more details, refer to the GCC6000 — VRRP User Guide.

Notice:

When GCC WAN VRRP is in the backup role, WAN VRRP does not work. Therefore, when configuring policy routing, you need to pay attention to the fact that
when all traffic is configured to go through WAN VRRP, you need to configure a backup interface WAN port to ensure that when WAN VRRP is in the

backup role, traffic can go out through the WAN port. Note that both GCCs need to be configured.

Configuration example:

*Name LBrule-VRRP
Mode Load Balance (@ Backup
Balancing Strategy® Based on Connections v
*Preferred Interface Interface Weight @
WAN-VRID5-Pri (WAN VR... ~ 1 e
Add @
*Alternate Interface Interface Weight @
WAN2 (WAN) v 1 (—]

Add @

GCC - Policy Routing — Load Balance Rule (Example)


https://documentation.grandstream.com/knowledge-base/gcc6000-series-vrrp-user-guide
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*Name PR-FBX 1~64 char

Enable (:)

IP Family (® Any IPv4
Protocol Type All
Source Group@® All
|' Source IP Address 192.168.80.7 J - .:l :

Destination IP Address

* Load Balance LBrule-VRRP J v

Schedule None

GCC — Policy Routing — Add Policy Route (Example)

HA ROLE SWITCHING

Depends on the VRRP role of the deployed interface in the same network segment as the PBX. When the VRRP role switches, the HA role switches

accordingly.

HA DEVICE FAILURE, NEW DEVICE REPLACEMENT PROCESS

After a single machine has been used for a period of time, users can set up a dual machine. To avoid PBX data loss caused by the active machine being

snatched away, you need to increase the priority of the currently working device before setting up the dual machine.

Here below are the steps to follow to replace a failed device in HA Dual-Node scenario, with or without UCMRC package:

HA Dual-Node without UCMRC Package Scenario

When two GCC devices that do not use UCMRC form HA dual machines, if a device fails and needs to be replaced, the example steps are as follows:

A and B have formed a HA dual-machine environment. When B fails (such as hardware failure), C needs to replace B. Before the replacement, it is ensured

that the PBX version and license of C are consistent with those of A.
Device Ais in Active state, and device B is in Standby state, regardless of the site types of the two:

1. Disconnect the power supply of device B.

2. Modify the VRRP priority of device A and set it to the highest priority.

3. Modify the HA parameters of device A, change the peer MAC address from B to the MAC address of device C, save the settings, and restart.

4. After A restarts, confirm that A is in an Active state and connect the physical lines to device C, including the WAN port cable and LAN port cable.

5. After C is powered on, perform basic network settings. The parameters of the network settings are the same as those of B, including the WAN port IP and
VLAN port IP/gateway address/DHCP service configuration; configure VRRP, and note that its priority should be lower than that of device A. After the

configuration is completed, confirm that the VRRP of device A is the active role and device C is the standby role.

6. Check the storage devices connected to device C to ensure that the type and number of storage devices connected to the two devices are consistent.


https://documentation.grandstream.com/wp-content/uploads/2024/12/word-image-101297-37.png

7. Check whether Cloud IM is turned on on C’s device. If it is turned on, turn off Cloud IM on C to ensure that C replaces B without the Cloud IM service.

8. Enable C and configure HA parameters. The configuration is the same as B. After the configuration is completed, save and restart. Note that C must be

configured with the same site type as B.

9. After C restarts, check the HA status. The display shows that both devices are in HA dual-machine status, with A as the Active role and C as the Standby

role.

HA Dual-Node with UCMRC Package Scenario

When two devices purchase the UCMRC package with HA service on GDMS and form HA dual machines, if a device fails and needs to be replaced, the

sample steps are as follows:
A and B have formed a HA dual-machine environment. When B fails (such as hardware failure), C needs to replace B:
Scenario 1: Site Ais Primary and in Active state. Site B is Secondary and in Standby state.

1. Add device C to GDMS and purchase a UCMRC package with HA permissions for device C that has the same specifications as those of devices A and B.
2. Disconnect the power supply of device B.

3. Modify the VRRP priority of device A and set it to the highest priority.

4. Modify the HA parameters of device A, change the peer MAC address from B to the MAC address of device C, save the settings, and restart.

5. After A restarts, confirm that A is in an Active state and connect physical lines to device C, including the WAN port cable and LAN port cable.

6. After C is powered on, perform basic network settings. The parameters of the network settings are the same as those of B, including the WAN port IP and
VLAN port IP/gateway address/DHCP service configuration; configure VRRP, and note that its priority should be lower than that of device A. After the

configuration is completed, confirm that the VRRP of device A is the active role and device C is the standby role.
7. Check the storage devices connected to device C to ensure that the type and number of storage devices connected to the two devices are consistent.
8. Check whether Cloud IM is turned on on C’s device. If it is turned on, turn off Cloud IM on C to ensure that C replaces B without the Cloud IM service.

9. Enable and configure HA parameters on C. The configuration parameters are the same as those on B. After configuration is complete, save and restart.

Note that C must be configured with the same site type as B.

10. After C restarts, check the HA status. The display shows that both devices are in HA dual-machine status, A is the Active role and C is the Standby role.
Scenario 2: Site A type is Secondary and in Active state. Site B type is Primary and in Standby state.

1. Delete the custom server address or domain name of device B through GDMS.

2. Add device C in GDMS and purchase a UCMRC package with HA permissions for device C with the same specifications as A and B. Configure C’s
custom server address or domain name through GDMS. It must be the same as B’s previous custom server address or domain name and must be used by

C.
3. Disconnect the power supply of device B.
4. Modify the VRRP priority of device A and set it to the highest priority.
5. Modify the HA parameters of device A, change the peer MAC address from B to the MAC address of device C, save the settings, and restart.

6. After A restarts, confirm that A is in an Active state and connect physical lines to device C, including the WAN port network cable and LAN port network

cable.

7. After C is powered on, perform basic network settings. The parameters of the network settings are the same as those of B, including the WAN port IP and
VLAN port IP/gateway address/DHCP service configuration; configure VRRP, and note that its priority should be lower than that of device A. After the

configuration is completed, confirm that the VRRP of device A is the active role and device B is the standby role.



8. Check the storage devices connected to device C to ensure that the type and number of storage devices connected to the two devices are consistent.
9. Check whether Cloud IM is turned on on C’s device. If it is turned on, turn off Cloud IM on C to ensure that C replaces B without the Cloud IM service.

10. C Enable and configure HA parameters. The configuration is the same as B. The site type device is Primary. After the configuration is completed, save

and restart.

11. After C restarts, check the HA status. The display shows that both devices are in HA dual-machine status, A is the Active role and C is the Standby role.

REMOVING HA DUAL MACHINES

When the devices that make up the HA dual-machine need to release HA, directly log in to the HA Active device IP or PBX cluster IP, in System Settings —
HA — HA Settings, uncheck the ” HA Function Enable” button, turn off the HA function, save the configuration, restart the device, and verify the HA status

after restarting to confirm that both PBX devices have turned off HA.

DUAL-MACHINE CLOUD IM SCENARIO

Please ensure that only one Cloud IM service is enabled on the two GCCs (PBXs) that form the HA dual-machine. When using the server address or domain

name issued by GDMS, please ensure that both use the package with Cloud IM permissions.

When Cloud IM is enabled on the Active device A that forms the HA dual machine, the Standby device B will obtain the Cloud IM service along with the HA
data backup. Cloud IM will provide services along with the Active device, and the MAC address of the bound device will change with the role switch, so

when the active-standby switchover occurs, Cloud IM will not be affected.

When device B fails, when device C without Cloud IM enabled replaces device B to form a dual-machine system with A, Cloud IM will still provide HA
services for B and C, and no other configuration is required. If device C has Cloud IM enabled, you need to disable the original Cloud IM first to ensure that C
replaces B without Cloud IM service. For more details about device replacement, refer to [HA DEVICE FAILURE, NEW DEVICE REPLACEMENT
PROCESS].

DUAL-MACHINE UCMRC REMOTE ACCESS SCENARIO

Purchase a UCMRC package with HA permissions. After the HA package binding is successful, the GDMS page will display Primary (Host) type devices and

Secondary (Spare) type devices:

vt Support cusiom domain names  x
i Enterprise

6:5060(TCP) nf a

Primary Active GCC

Secondary On-standby GCC

UCMRC Role Switching Process

Prerequisites:

1. HA permissions on GDMS.


https://documentation.grandstream.com/wp-content/uploads/2024/12/Primary-Active-GCC-GDMS-UC-1536x221.webp
https://documentation.grandstream.com/wp-content/uploads/2024/12/Secondary-Standby-GCC-GDMS-UC-1536x208.webp
http://ha-device-failure-new-device-replacement-process/
http://ha-device-failure-new-device-replacement-process/

2. The primary and backup packages are successfully sent and bound.
Business implementation:

1. The call service is completed by the interaction between GDMS and Active working state devices.

2. When the Active working state device A fails and causes a master-slave switchover, the Standby working state device B takes over the service and enters
the Active working state. Device B sends a master-slave switch command to GDMS, informing it that subsequent service interactions will be completed

by device B and GDMS.

UCMRC Role Status

It should be noted that when the two machines purchase the UCMRC package with HA permissions, the role status will be actively reported to GDMS by
GCC (PBX), and there is no need to manually specify it on GDMS.

At the same time, for GDMS, different remote operations can still be performed on the two PBXs, but some operations on the standby machine will fail and be
reset due to HA backup. The service is provided by the Active role PBX, but GDMS always sends the Wave login domain name according to the Primary

device.

SERVICE STATUS

Active/Standby Working Status

The GCC (PBX) device completes the HA configuration, the IP for providing services to the outside world is the cluster IP. Full backup data synchronization
will be performed during the initial system startup phase, that is, the Standby role PBX requests full data from the current Active role PBX. The Standby role
PBX is ready to take over the Active role PBX business at any time, and changes to the Standby role PBX business data will also be restricted. Daily data on
the Active role PBX will be synchronized to the Standby role PBX in real-time. When the Active role device fails, including hardware failure and network

failure, the standby VRRP is promoted to the master, and the PBX Standby role is upgraded to the Active role. The new Active device immediately takes over
the business to ensure that the business is not interrupted, and the original Active role PBX will restart and become the Standby role. At the same time, some

calls will be automatically restored.

PBX Administrator Login Method

o Access the PBX component by logging into the GCC page.
It is relatively simple to access the PBX component by logging in to GCC. This is the recommended way to access the PBX.
o Log in using the PBX independent page

The cluster IP becomes a floating IP for providing external services. To perform regular service configuration on the PBX page, you only need to log in and
access it according to the cluster IP address format. Regardless of how the roles are switched, the floating IP remains unchanged and is always bound to the

PBX with the Active role that currently provides services.

Intranet PCs can log in to the current Active PBX via https://cluster 1P:8089 or https://current Active PBX 1P:8089. In particular, after logging in to the

Standby PBX via https://current Standby PBX IP:8089, the business data configuration will also be restricted.

It should be noted that after forming HA, the administrator identity of the Active device will also be synchronized to the Standby device and overwrite the
administrator information of the Standby device. Therefore, whether logging in through the floating IP or logging in to the IP addresses of the two PBX

devices, use the administrator identity and account of the Active role to log in.



Since the top-level configuration of GCC is not synchronized between the master and the slave, it is recommended that the same user and password be

configured on the master and slave GCCs before setting up HA.
The external PC can log in by configuring port forwarding rules:

For example, configure port forwarding rules for the WAN VRRP interface on both the active and standby devices to enable the WAN-side PC to log in to the

Active PBX by accessing the WAN VRRP IP+port regardless of how the VRRP & HA roles are switched:

Port Forwarding

Name Enable Protocol Type Interface Source IP Address Source Port Destination Group Destination IP Address Destination Port Operations
pbx-rtp (:I TCP/UDP WAN_VRRP (W... 10000-20000 Default 192.168.80.7 10000-20000

pbx-5ip-5060 D TCP/UDP WAN_VRRP (W 5060 Default 192.168.80.7 5060

pbx-5ip-5061 () TCP/UDP WAN_VRRP (W 5061 Default 192.168.80.7 5061 i
phx-web () TCP/UDP WAN_VRRP (W... 1234 Default 192.168.80.7 8089

Port Forwarding

CALL HOT STANDBY

When a device in the Active role fails (the VRRP role switches and the HA role switches accordingly), if there is an ongoing call in the system, the call voice

will only be briefly paused during the Standby and Active role switching process, and the call can be restored within a few seconds.

Note

1. Currently, call resumption based on UDP protocol is supported, but call resumption based on TCP protocol is not supported.

2. Currently, the service types that support call hot standby are point-to-point audio calls and audio conferences. Call recovery under various PBX

supplementary services, such as Ring Group, Call Queue, and other call services, is not supported.

DATA SYNCHRONIZATION

The HA dual-node scenario provides a complete data synchronization mechanism, including the following points:

1. Full backup data synchronization at the initial startup of the system, that is, the full data requested by the Standby PBX to the current Active PBX. The
Active PBX will also synchronize the configuration actions to the Standby PBX in real-time during each service configuration to achieve consistency
between the two sides. The data that is triggered to be synchronized to the Standby PBX in real time is not limited to configuration data but also includes

adding extensions, voice messages, CDRs, local recording files, etc.

2. Perform full backup synchronization at 3:00 a.m. to ensure that the data between the two machines is always consistent. During full backup, the HA full

backup status will display “backup in progress” in real-time, and “idle” will be displayed at other times.

BACKUP PACKAGE EXPORT AND RESTORATION

The backup package of PBX components can be backed up to GDMS or restored from GDMS cloud storage on the PBX component Maintenance — Backup

page. Backup and restoration can also be performed on the top-level Maintenance — Backup&Restore page.

The running HA dual machine:



1. If you want to restore the backup package of a device with HA enabled, you only need to restore the backup package on the Active device. After the
restoration, both PBXs will automatically restart. After the Active restart is complete, the configuration and data will be fully backed up and synchronized

to the Standby device.

2. If you restore the backup package of a device that does not have HA enabled, you need to first disable HA on the Active and then perform the restore.

After the restore is complete, re-establish the HA dual machine.

MAINTENANCE INTERFACE

HA dual-machine applications, we can check whether there are any HA-related alarm events from System Management — System Events, to directly know

whether there are any system abnormalities:

System Events

Alert Log Alert Events List Alert Contact

Time % Event Name 3 Type 5 Content

Hot Standby HA switchover completed. MAC : EC74D717FF6

2024-11-21 11:51:22 HA Switch Generate Alert )
E has assumed operations.
Hor Standb A switch | .MAC 4
2024-11-21 11:49:01 HA Switch Generate Alert Eitimply] HA switchover completed. MAC : EC74D723C58
A has assumed operations.
< i .
2024.11-21 11:47:22 HA Switch Generate Alert Hot Standby HA switchover completed. MAC : EC74D717FF6
E has assumed operations.
G T i N 5
20241121 11:45:34 HA Switch Generate Alert Hot Standby HA smtthover completed. MAC : EC74D723C5B
A has assumed operations.
Hot S A swi B ]
2024-11-21 11:38:31 HA Switch Generate Alert ot Standby  HA switchover completed. MAC : EC74D723C5B

A has assumed operations.

Hot Standby  HA switchover completed. MAC : EC74D717FF6

2024-11-21 11:27:48 HA Switch Generate Alert i
E has assumed operations.
Hot Standb: 1 EC74 - | 4-
2024-11-21 11:24:13 HA Failure Restore to normal Eiapiy] MAC : EC740723C5BA i CORE SERVICE 2024-1
1-21 11:24:13 has recovered from failure
Hot 5 5 - L
2024.11-21 11:20:32 HA Failure Generate Alert {ot Standby MAC : EC74D723C5BA -- CORE SERVICE 2024-1
1-21 11:20:32 core service failure
2024-11-21 112031 HA Switch Generate Alert Hor Standby  HA switchover completed. MAC : EC74D717FF6
E has assumed operations.
< i .
2024.11-21 11:18:48 HA Switch Generate Alert Hot Standby HA switchover completed. MAC : EC74D723C5B

View the relevant backup logs and switchover logs through System Settings — HA — HA Log.

past full backup actions and the historical records of triggering the active/standby switchover:

A has assumed operations.

The HA log effectively records the execution results of the



HA.

HA Settings

HA Status HA Log

HA Backup Log

Clean

Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby

Hot Standby

Hot Standby

Hot Standby

Hot Standby

HA Failover Log

[2024-11-22 09:42:41] HA bac kup success!!
[2024-11-22 03:00:56] HA bac kup success!!
[2024-11-21 2.0:21:11] HA bac kup success!!
[2024-11-21 2.0:17:49] HA bac kup success!!
[2024-11-2118:07:33] HA bac kup success!!
[2024-11-21 17:47:29] HA bac kup success!!
[2024-11-21 17:30:37] HA bac kup success!!
[2024-11-21 17:13:07] HA bac kup success!!
[2024-11-21 17:03:51] HA bac kup success!!
[2024-11-21 17:01:SB] HA bac kup success!!
[2024-11-21 16:53:42] HA bac kup success!!
[2024-11-21 16:49:09] HA bac kup success!!
[2024-11-2116:46:16] HA bac kup success!!
[2024-11-21 16:26:56] HA bac kup success!!
[2024-11-21 16:22:47] HA bac kup success!!
[2024-11-21 16:18:42] HA bac kup success!!
[2024-11-2116:f?:06] HA bac kup success!!
[2024-11-2116:06:49] HA bac kup success!!

[2024-11-2115:57:14] HA bac kup success!!

External'Data Sync Log



HA Backup Log

Clean

Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby
Hot Standby

Hot Standby

HA Backup Log

Clean

Hot Standby [2024-11-22 10:29:36] HA external data synchronization failed, ret=-2, description:external storage connection inconsistent!!

HA Failover Log External Data Sync Log

[2024-11-22 09:40:54] [HA Rearrange] PBX(EC:74:D7:17:FF:6E) promotes to master, Reason: vrrp state switch
[2024-11-21 20:19:38] [HA Rearrange] PBX(EC:74:D7:23:C5:BA) promotes to master, Reason: vrrp state switch
[2024-11-21 19:42:00] [HA Rearrange] PBX(EC:74:D7:17:FF.6E) promotes to master, Reason: vrrp state switch
[2024-11-21 17:46:11] [HA Rearrange] PBX(EC:74:D7:23:C5:BA) promotes to master, Reason: vrrp state switch
[2024-11-21 17:29:08] [HA Rearrange] PBX(EC:74:D7:17:FF.6E) promotes to master, Reason: vrrp state switch
[2024-11-21 17:11:49] [HA Rearrange] PBX(EC:74:D7:23:C5:BA) promotes to master, Reason: vrrp state switch
[2024-11-21 17:02:16] [HA Rearrange] PBX(EC:74:D7:17:FF.6E) promotes to master, Reason: vrrp state switch
[2024-11-21 17:00:38] [HA Rearrange] PBX(EC:74:D7:23:C5:BA) promotes to master, Reason: vrrp state switch
[2024-11-21 16:52:19] [HA Rearrange] PBX(EC:74:D7:23:C5:BA) promotes to master, Reason: vrrp state switch
[2024-11-21 16:47:29] [HA Rearrange] PBX(EC:74:D7:17:FF:6E) promotes to master, Reason: vrrp state switch
[2024-11-21 16:44:31] [HA Rearrange] PBX(EC:74:D7:17:FF:6E) promotes to master, Reason: vrrp state switch
[2024-11-21 16:25:40] [HA Rearrange] PBX(EC:74:D7:23:C5:BA) promotes to master, Reason: vrrp state switch
[2024-11-21 16:17:23] [HA Rearrange] PBX(EC:74:D7:17:FF:6E) promotes to master, Reason: vrrp state switch
[2024-11-21 16:15:43] [HA Rearrange] PBX(EC:74:D7:23:C5:BA) promotes to master, Reason: vrrp state switch
[2024-11-21 15:55:43] [HA Rearrange] PBX(EC:74:D7:17:FF:6E) promotes to master, Reason: vrrp state switch
[2024-11-21 15:50:09] [HA Rearrange] PBX(EC:74:D7:23:C5:BA) promotes to master, Reason: vrrp state switch
[2024-11-21 15:23:52] [HA Rearrange] PBX(EC:74:D7:17:FF:6E) promotes to master, Reason: vrrp state switch

[2024-11-21 15:21:45] [HA Rearrange] PBX(EC:74:D7:23:C5:BA) promotes to master, Reason: vrrp state switch

HA Failover Log External Data Sync Log

Since the PBX HA master/slave roles are consistent with the VRRP master/slave roles, when the VRRP master/slave switches, the HA switches accordingly. In

the HA switchover log, only the switchover record can be seen, but the specific switchover reason needs to be checked on the network component, VRRP —

Log page:

VRRP

VRRP Group

Sync Group Log

@ Logs are retained for 180 days by default and will be automatically cleared after the retention period or when reaching the disk space threshold

[ Refresh | ‘ Export I \ Notification Settings 2024-11-16  — 2024-11-22 1 Q
Time ~ Content
2024/11/22 09:42:04 WAN-VRID5-Pri(VRID5) status changed to secondary (Reason: synchronization group)
2024/11/22 09:42:04 VLAN-VRID10-Pri(VRID10) status changed to secondary (Reason: tracking interface recovery)
2024/11/22 09:40:53 WAN-VRID5-Pri(VRID5) status changed to abnormal (Reason: synchronization group)
2024/11/22 09:40:53 VLAN-VRID10-Pri(vRID10) status changed to abnormal (Reason: tracking interface abnormal)

2024/11/21 20:19:34

2024/11/21 20:19:34

2024/11/21 20:02:41

2024/11/21 20:02:41

2024/11/21 20:02:24

2024/11/21 20:02:24

VLAN-VRID10-Pri{(vRID10) status changed to primary (Reason: synchronization group)

WAN-VRID5-Pri(VRIDS5) status changed to primary (Reason: advertisement timeout)

WAN-VRID5-Pri(VRIDS5) status changed to secondary (Reason: synchronization group)

VLAN-VRID10-Pri(vRID10) status changed to secondary (Reason: tracking interface recovery)

WAN-VRID5-Pri(VRID5) status changed to abnormal (Reason: synchronization group)

VLAN-VRID10-Pri{(vRID10) status changed to abnormal (Reason: tracking interface abnormal)

PBX HA






